UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM
HUYEN MINH LONG Doc 1ap - Tw do - Hanh phic

S6: 88 /UBND-VX Minh Long, ngay 25 thang 01 nam 2024
V/v canh bao 15 hong bao mat
anh huong cao trong cac san
pham Microsoft cong bd
thang 01/2024

Kinh gtri:
- (;éc co quan, don vi tryc thuoc UBND huyén;
- Uy ban nhéan dan c4c xa.

Thyc hién Cong van s6 127/STTTT- BCVT&CNTT ngay 19/01/2024 cua So
Thong tin va Truyén thong tinh Quang Ngii vé viéc canh bao 16 hong bao mét anh
hudng cao trong cic san pham Microsoft cong b thang 01/2024. UBND huyén dé
nghi cac co quan, don vi va UBND cac xa thuc hién mot sO bién phép sau dé han
ché cac riii ro vé nguy co mat an toan thong tin, cu thé:

1. Kiém tra, ra soat may chi, may tram c6 st dung hé diéu hanh Windows
dé phat hién va xur 1y kip thoi cac may chii c6 kha ning bi anh huong béi cac 15
héng an toan thong tin CVE-2024-20674; CVE-2024-21318; CVE-2024-20677;
CVE-2024-20700.

(Tham khao thong tin 16 hong va cdch khdc phuc tai Phu luc Théng tin vé 16
hong bao mat kem theo Cong van nay)

2. Khi phat hién cac hé théng co biéu hién bi khai thac, tin cong mang, trién
khai ngay cac bién phap xtr 1y ngan chin tan cong trén hé thong va thong bao vé
UBND huyén qua (phong Vin héa va Théng tin) dé phéi hop véi Doi tmg ciu sy
cb an toan thong tin mang tinh Quang Ngii dé c6 cac bién phéap hd tro, xir 1y kip
thot.

bé nghi 1anh dao céac co quan, don vi va UBND céac xa chi dao thuc hién./.

Noi nhén: KT CHU TICH
- Nhu trén; ' [’
- CT, cac PCT;
-VP: C, PCVP;
- Luu: VT.

: Nguyén Van Bay
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PHU LUC

THONG TIN VE CAC LO HONG BAO MAT TRONG MICROSOFT

(Kém theo Céng van sé

JUBND-VX ngay /01/2024

cua UBND huyén Minh Long)

1. Théng tin cac 16 hong bio mat

STT CVE Mo ta Link tham khao

- DPiém: CVSS: 9.0

(Nghiém trong)

- M6 ta: L hong trong

Windows Kerberos cho

phép ddi twong tin cong | https:/msrc.microsoft.com/upd
1 | CVE-2024-20674 | vuot qua co ché bao vé dé | ate-guide/vulnerability/CVE-

thue hién tAn cong gia mao.
- Anh huéng: Windows
10,Windows 11; Windows
Server 2008, 2012, 2016,
2019, 2022.

2024-20674

CVE-2024-21318

- Piém: CVSS: 8.8 (Cao)

- M6 ta: L3 hong trong
Microsoft SharePoint Server
cho phép ddi twong tin cong
thuc thi ma tir xa.

- Anh huéng;

Microsoft SharePoint Server,
2016, 2019;  Microsoft
SharePoint Server
Subscription Edition.

https://msrc.microsoft.com/upd

ate-quide/vulnerability/CVE-

2024-21318

CVE-2024-20677

- Piém: CVSS: 7.8 (Cao)

- M6 ta: Ld hong trong
Microsoft Office cho phép
d6i twong tan cong thuc thi
ma tir xa.

- Anh hudng: Microsoft
Office 2019; Microsoft
Office LTSC; Microsoft 365

Apps.

https://msrc.microsoft.com/upd
ate-quide/vulnerability/CVE-
2024-20677
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STT CVE Mo ta Link tham khdio
- Piém: CVSS: 7.5
(Nghiém trong)
- M6 ta: L5 hong trong
Windows Hyper-V cho https://msrc.microsoft.com/upd
4 | CVE-2024-20700 | phép dbi tugng tan cong ate-quide/vulnerability/CVE-

thuc thi ma tir xa.
- Anh huéng: Windows 10,
Windows 11; Windows

Server 2019, 2022.

2024-20700

2. Huéng dén khic phuc

Bién phap tot nhat dé khic phuc 1a cip nhat ban va cho cac 16 hong an toan

thong tin noi trén theo hudéng dan cia hing. Quy don vi tham khdo cac ban cap

nhat phit hop cho cac san pham dang sir dung tai link nguon tham khao tai myc 1

cua Phu luc.

3. Tai li¢u tham khao

https://msrc.microsoft.com/update-quide/

https://www.zerodayinitiative.com/blog/2024/1/9/the-january-2024-security-

update-review
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