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S6:95 JUBND-VX Minh Long, ngay 26 thang 01 nam 2024
V/v tang cuong cong tac bao
dam an toan, an ninh mang
trong thoi gian Tét Nguyén
dan Giap Thin 2024

Kinh gui:
- (;éc co quan, don vi truc thuoc UBND huyén;
- Uy ban nhén dan céc xa.

Thuyc hién Cong vin sé 116/STTTT-BCVT&CNTT ngay 17/01/2024 cta So
Thong tin va Truyén thong tinh Quang Ngii vé viéc ting cudng cong tac bao dam
an toan, an ninh mang trong thoi gian Tét Nguyén dan Giap Thin 2024. Chu tich
UBND huyén nghi cic co quan, don vi, dia phuong quan tdm chi dao trién khai
thuc hién mot sb noi dung sau:

1. Van phong HDND&UBND huyén

Chu tri phbi hop v6i Phong Van hoéa va Thong tin huyén ra soat hé thong
thong tin, bao dam cac hé thong thong tin duoc trién khai day du cac bién phap béao
vé theo cap do an toan; Thuc hién ra soat cac chinh sach an ninh d6i voi hé thong
tuong lira, he thong phat hién xAm nhap, hé thong phong chéng ma doc; cap nhat
hé diéu hanh may chu, ing dung, dich vu va cac hé thong cong nghé thong tin
khac.

- Phan cbng cong chic quan tri mang trién khai truc giam séat 24/7; Chu
dong theo doi thuong xuyeén, lién tuc cac hé théng giam sét an toan thdng tin tap
trung, hé théng phong, chong ma doc tap trung dam bao xu ly, khac phuc kip
thoi tan cong mang, canh bao ma doc duoc Xac minh.

- Ra soét, kiém tra va boc g& cac phan mém doc hai cho may chu, may
tram trong hé théng mang; trong do, can uu tién cac hé thong tin c¢6 dia chi IP
nam trong Danh sach IP mang Botnet duoc Cuc An toan thong tin canh bao hang
thang hodc dot xuat.

- Str dung va khai thac higu qua Nen tang Diu phoi xir Iy sy co an toan
thong tin mang quoc gia (IRLab).

2. Cac co quan, don vi, dia phwong

- Ra soat, kiém tra va boc g& cac phan mém doc hai cho may tram trong
hé thong mang thudc pham vi quan Iy va trién khai cac giai phap phong ngira va
khic phuc triét dé cac 16 hong, diém yéu da dugc Cuc An toan théng tin, Bo
Thong tin va Truyén thdng canh béo, dic biét nhu: 16 héng anh huéng nghiém
trong trong F5 BIG-IP, 15 hong zeroday trong hé théng Zimba va céc 16 héng
bao mat anh huéng muc cao va nghiém trong trong cac san pham Microsoft tur
thang 5 dén thang 11 nam 2023.
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- T6 chuc tuyén truyen nang cao ‘nhan thirc co ban ky nang vé an toan
thong tin mang, canh glac vé thdng tin xau doc, tin gia va thdng tin lira dao trén
khéng gian mang cho can bo, cdng chuc, vién chirc va nguoi lao dong thudoc don
vi, dia phuong.

- Chi dao, quan triét cdng chuc, vién chuc, nguoi lao dong thuong xuyén
tay doi mat khau tai khoan thu dién tir cong vu, dam bao mat khau da manh
(dam bdo mdt khdu c6 it nhdat 8 ky tw va bao gém: chiz hoa, chi thwong, ky tur
dac biét va chi s6); tuyét ddi khong str dung thu cong vu cua tinh dé dang ky
vao cac mang xa hoi, dién dan va cac trang thong tin cong cong Khac.

Khi xay ra sy ¢ vé an toan, an ninh thong tin mang can phai béo ngay vé
UBND huyén (qua phong Van héa va Thong tin) de ho trg, phoi hop xu 1y va
tong hop, bdo cdo UBND tinh.

Trong truong hop can hé tro xir Iy, teng civu va khéic phuc sw c¢6 dé nghj
lién hé cac dau moi sau:

- Ba Nguyén Thi Thanh Hoa, Truong phong Vin héa va Thong tin huyén
Minh Long. Dién thoai: 0912.533.469.

- Ong V& Thanh Thuic, Chuyén vién Phong Vin héa va Thong tin huyén
Minh Long. Dién thoai: 0934.768.457

pé nghi cac co quan, don vi, dia phuong quan tam trién khai thuc hién./.

Noi nhin: KT. CHU TICH
- Nhur trén; A i

S PHO CHU TICH
-VP: C, PCVP;

- Luu: VT.
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