UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
HUYEN MINH LONG Poc 1ap - Tu do - Hanh phic

Sb: 484 /JUBND-VX Minh Long, ngay 26 thang 4 ndam 2024
V/v tang cuong cong tac dam bao
an toan, an ninh mang trong thoi
gian nghi L¢ 30/4 - 01/5/2024

Kinh gtri:
- Uy ban MTTQVN va céc td chire CT-XH huyén;
- Céc co quan tham muu, giup viéc Huyén uy;
- Céc phong, ban, nganh, don vi thudc huyén;
- Cong an huyén, Ban Chi huy Quan sy huyén;
- Cac co quan TW, Tinh dong trén dia ban huyén;
- UBND céc xa.

Thuc hién Cong van s6 762/STTTT-BCVT&CNTT ngay 23/4/2024 cia S
Thong tin va Truyén thong Quang Ngii vé viéc ting cudng cong tac dam bao an
toan, an ninh mang trong thoi gian nghi L& 30/4 - 01/5/2024; Nham ting cuong
cong tac bao dam an toan, an ninh thong tin mang trén dia ban huyén trong dip nghi
L&, UBND huyén dé nghi cac co quan, don vi, dia phuong quan tdm phdi hop, chi
dao trién khai thuc hién mot s noi dung, sau:

1. Ra soat cac hé thdng thdng tin, bao dam cac hé thdng thong tin duoc
trién khai day du céc bién phap bao vé theo cap do an toan; Thuc hién ra soét
cac chinh sach an ninh ddi véi hé thdng tuong lira, hé théng phat hién xam nhap,
hé thong phong chdng ma doc; cap nhat hé diéu hanh may cha, ang dung, dich
vu va cac hé thong céng nghé thong tin khac.

2. Phan cong lyc lugng tai chd trién khai truc giam sat 24/7; Chu dong theo
doi thuong xuyén, lién tuc cac hé thong giam sat an toan thong tin tap trung, hé
théng phong, chéng ma doc tap trung dam bao xu Iy, khac phuc kip thoi tan
cdng mang, canh bao ma doc dugc xXac minh.

3. Ra soét, kiém tra va boc g& cac phan mém doc hai cho toan bo may chu,
may tram trong hé thong mang; trong do6, can wu tién cac hé thong tin c6 dia chi
IP nam trong Danh sach IP mang Botnet dugc Cuc An toan théng tin canh béo
hang thang hoic dot xuat. Chu dong ra soét cac 16 hong, diém yéu trén cac hé
théng thong tin thuoc pham vi quan ly va trién khai céc giai phap phong ngtra va
khic phuc triét dé cac 16 hong, diém yéu da dugc Cuc An toan théng tin, Bo
Thong tin va Truyén théng canh béo.

4. Sir dung va khai thac hiéu qua Nen tang Biéu phoi xir Iy sy ¢ an toan
thong tin mang quoc gia (IRLab).

5. T6 chirc tuyén truyen hang cao nhan thie co ban ky nang vé an toan
thong tin mang, canh giac vé théng tin xau doc, tin gia va théng tin lira dao trén



khdng gian mang cho can bg, cong chuec, vién chie va ngudi lao dong thude don
vi, dia phuong.

6. Chi dao, quan triét cong churc, vién chirc, nguoi lao dong thuong xuyén tay
ddi mat khau tai khoan thu dién tir cong vy, dam bao mat khau da manh (dam bado
mat khéu cé it nhat 8 ky tw va bao g&m:chﬁ hoa, chir thwong, ky tu dac biét va chir
$6); tuyét ddi khong st dung thu cong vu cua tinh dé diang ky vao cac mang x4 hoi,
dién dan va cac trang thong tin cong cong khac.

Trong truwong hop can hé tro xiv Iy, vmg civu va khic phuc sw cé dé nghi
lién hé cac dau moi ky thudt sau:

* Cuc An toan thong tin - B¢ Théng tin va Truyén thong:

- Trung tdm Ung ctru khan cap khong gian mang Viét Nam (VNCERT/CC),
dién thoai 024.3640.4421 hodc so dién thoai truc duong day nong g clru sy co
086.9100.317, thu dién tur: ir@vncert.vn.

- Trung tam Giam sat an toan khong gian mang qu(*)c~ gia (NCSC), di¢n thoai:
02432091616 hodc so di¢n thoai truc duong day nong ho trg giam sat, canh bao
som 0389942878, thu dién tir: ais@mic.gov.vn.

* §¢ Thong tin va Truyén thong tinh Qudng Ngdi:

- Ong Nguyén Vin Nam, Pho Truong Phong Buu chinh - Vién thong va Cong
ng¢ thong tin; Pién thoai: 0906.546.968.

- Ba Pham Thi Ngoc Yén, Pho Giam doc Trung tam Cong nghé thong tin va
Truyén thong Quang Ngai; Dién thoai: 0906.835.511.

- Ong Nguyén Céng Nguyén, Chuyén vién Phong Buu chinh - Vién thong va
Cong ngé thong tin; Pién thoai: 0914.559.068.

Pé nghi cac co quan, don vi, dia phuong phdi hop trién khai thyuc hién./.

Noi nhgn: __CHUTICH
- Nhu trén; =N M)

- S& Thong tin va Truyén thong;

- TT Huyén uy; TT HDND huyén;
- CT, cac PCT UBND huyén;

- VP: C, PCVP;

- Luu: VT.

Pinh Vin Diét
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