UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
HUYEN MINH LONG Poc lap - Tw do - Hanh phuc

$6549  JUBND-VX Minh Long, ngay 26 thdng 5 nam 2025
V/v trién khai mot so giai
phap bao dam an toan thong
tin, an ninh mang
Kinh giri: Céc phong, ban, don vi thuoc UBND huyén;
- Uy ban nhéan dan céc xa.

Thuc hién Cong vin 2870/UBND-NC ngay 16/5/2025 ctua Uy ban nhan
dan tinh Quang Ngii vé viéc dam bao an toan thong tin, an ninh mang cho hé¢
théng thong tin ciia cac co quan Pang, Nha nudc trén dia ban tinh; Cong van so
2168/CAT-ANM ngay 17/4/2025 cua Cong an tinh Quang Ngdi v viée trién
khai mot so giai phap bao dam an toan thong tin, an ninh mang; nham nang cao
nang lyc phong chéng ma doc, giam nguy co de doa, loai bo cic mi doc tiém an
trong hé théng thong tin va ting cudng hiéu qua cong tac giam sat, xir 1y su ¢b
gay mét an toan an ninh thong tin mang tai cac co quan, don vi, dia phuong;
Chu tich UBND huyén yéu cau Thu trudng cac phong, ban, don vi thudc huyén;
Chu tich UBND céc x3 nghiém tuc trién khai mot sé ndi dung sau:

1. Trién khai thyc hién hiéu qua cong tac bao dam an toan thong tin, an
ninh mang voi cong tac chuyen doi s0, img dung cong ngh¢ thong tin, phat trién
Chlnh quyén sd, kinh té s6 xa hoi so tai cac co quan, don vi. Quan triét nguyén
tac nguoi dung dau co quan, don vi chiu trach nhiém tru6ec Chu tich UBND
huyén néu dé xay ra viéc mat an toan thong tin, an ninh mang, 16 mat bi mat nha
nudc trén khong gian mang tai co quan, don vi quan ly. Phan cong can bg, cong
chtrc, vién chirc phu trach cong tac chuyén doi sb, bao dam an toan thong tin, an
ninh mang cua don vi tham muu, trién khai cac giai phap bao dam an toan thong
tin, an ninh mang theo hudng dan cta cac don vi chirc ning.

2. Tiép tuc ra soat, trién khai phuong 4n bao dam an toan thong tin theo cip
do doi voi cac hé thong thong tin da dugc phé duyét, dong thoi cip nhat day du
két qua trién khai trén nén tang quan ly dam bao an toan thong tin theo cap do
(capdo.ais.gov.vn)' bao gom yéu cau vé quan 1y va yéu cau vé k¥ thuat.

3. Khan truong ra soat tham muu UBND huyén phdi hop véi Cong an tinh:
(1) Chia sé dit liéu véi hé thdng giam sat, diéu hanh an toan, an ninh mang tap
trung tinh (SOC) ddi véi cac hé thong thong tin da trién khai thiét bi tuong lta
bado v€ nhung chua thyc hién chia sé dir li¢u; (2) Xac minh, xur 1y céc su cd an
toan thong tin, an ninh mang lién quan hé théng thong tin tai don vi khi nhan

1 Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 ciia Chinh phui vé bao dam an toan hé
théng théng tin theo cdp do; Théng tw s6 12/2022/TT-BTTTT ngay 12/8/2022 ciia Bé Théng
tin va Truyén théng quy dinh chi tiét va huéng din mét sé diéu cia Nghi dinh 85/2016/NP-
CP ngay 01/7/2016 cua Chinh phui Vé bao ddm an todn hé thong théng tin theo cdp ds.
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dugc thong béo‘, canh bao tu C?)ng an tinh; déng thoi thue hién bao cdo su cb
theo mau tai Piéu 9, Thong tu s6 20/2017/TT- BTTTT ngay 12/9/2017 ciia Bo

Théng tin va Truyén thong quy dinh vé diéu phdi, ing ctru su ¢ an toan
thong tin mang trén toan quoc gui veé Cong an tinh (qua Phong An ninh mang va
phong, chong t6i pham sir dung cong nghé cao) va UBND huyén dé theo ddi.

DPdi voi cac co quan, don vi, dia phuong cham hodc khong trién khai phéi
hop xir Iy cac su ¢d duge canh bao gay anh huong dén hoat dong céc hé thong
thong tin trén dia ban tinh, h¢ théng thong tin tat UBND huyén; Cong an tinh s&
tién hanh kiém tra, xt 1y theo quy dinh (xi Iy vi pham hanh chinh vé vi pham
Cac quy dinh vé dam bdo an todn thong tin va vmg citu sw c6 an toan théng tin
mang? hodic xir Iy hinh sw néu xdy ra hdu qua nghiém trong).

4. Ra soat tiép tuc trién khai Phan mém phong, chéng méd doc tip trung
(BKAV Endpoint Client):

- Thuc hién thiét 1ap lai thong tin c4 nhan trén phan mém BKAV Endpoint
Client phai 14 cha thé quan 1y, sir dung thiét bi (theo hwéng dan tai Phu luc 01).
Pong thoi, ra soat thong ké thong tin thiét bi, thiét 1ap trong Phan mém phong,
chéng ma doc tap trung cua tinh (theo Mdu 01 kém theo). Két qua giri vé UBND
huyén (qua Phong Vin hod, Khoa hoc va Théng tin) chdm nhat vao ngay
27/5/2025 dé tong hop bao cao Cong an tinh.

- Truong hop cai dit méi phan mém BKAV Endpoint Client c6 ban quyén
(theo huwéng dan tai Phu luc 02). Déi véi may tinh ¢ cau hinh k¥ thuat yéu
khong cai dit hé diéu hanh Windows 10 trd 1én (cdc phién bdn thip hon da
nging hé tro ban cdp nhdt bdo mdt) va phan mém BKAV Endpoint Client, dé
nghi don vi ¢6 giai phap nang cap phan cimg dé cai dit hodc chi s dung doc
1ap, khong két n6i vao hé thong thong tin cia don vi.

- Pé xuit ding ky bo sung ban quyén st dung phan mém BKAV Endpoint
Client d6i v&i may tinh thudc pham vi quan ly cua co quan, don vi chua dugc
cai dat cac giai phap phong, chong ma doc; gui van ban dang ky sd luong vé
UBND huyén dé tong hop dé xuat Cong an tinh cp bd sung. Pam bao 100%
cac may tinh tai cac co quan, don vi, dia phwong phai dugc cai dat phan mém.

Luwu y: Cong tac trién khai phan mém BKAV Endpoint Client khong chi
dam bao an toan thong tin, an ninh mang tai co quan, don vi, dia phuong ma gop
phan ning cao chi s chuyén ddi s6 (DTI) tai huyén néi riéng va cia tinh Quang
Ngdi néi chung d6i véi tiéu chi thanh phan “An toan thong tin mang”.

5. Giao Phong Vian ho4, Khoa hoc va Thong tin theo ddi, don dbc, tong hop
béao cao Cong an tinh theo dung quy dinh.

Qua trinh thyc hién, néu‘c() kho khan, vuéng méc, dé nghi cac phong, co
quan, don vi kip thoi lién h¢ vé UBND huyén (qua Phong Van hod, Khoa hoc va

2 Khoan 4 Piéu 78 Nghi dinh s6 15/2020 ngay 03/02/2020 cua Thu tuong Chinh phu
Vé quy dinh xir phat vi pham hanh chinh trong linh viee buru chinh, vién théng, tan sé vé tuyén
dién, cong nghé théng tin va giao dich dién tir, véi mikc phat tién tir 50 triéu dong dén 70 triéu
dong.
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Thong tin; gap ong Vo Thanh Thirc - Chuyén vien; s6 dién thoai: 0934.768.457
de dwoc ho tro, huwong dan).

Yéu ce‘iu?Thﬁ truong cac phong, ban, don vi; Chu tich UBND céac xa
nghiém tac trién khai thuc hién./.

Noi nhén: KT. CHU TICH
- Nhu trén; A H 3 TICH
- CT, cac PCT UBND huyén; X CHU ’C
- Trang tin dién tr huyén;
-VP: C, PCVP;

- Luu: VT.

Nguyén Vin Bay
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PHU LUCI

Thiét 1ap lai thong tin c4 nhén sir dung
phan mém phong, chong mi ddc tip trung trén dia ban huyén
(Kém theo Cong van sé:  [UBND-VX ngay /[ /2025
cua Chu tich UBND huyén)

Bude 1: M& phan mém Bkav Endpoint trén thiét bj da cai dit s& duoc két
qua nhu hinh bén dudi:

Bkav

Endpaint Al Sandard 15
oo S COng U T 103 & edits L Engishy

Khu vifc quét

® Quét nhanh @ Windows

© Toin b méy CUsers\kythy

O chon thy myc () program files

Cau hinh quét , :

{9 o3t ich quét © CSu hinh nng cao S
Bédo vé theo céch

G* Gl van G V& méy tinh, ban bam vio asy 88 dutk H3 try chuyén nghigp !

Buwée 2: Click chudt trai vao muc Ban quyén; sau d6 nhin vio niit Sira
thong tin:

Bkav. - SRR

Endpoint Al Standard 15 1 Tuing Via g it E’WI

Thong tin ban quygn st dung Luu y

Tén khdch hang: NGUYEN VAN ANH Client 1D: €879 © S dyng Bkav Endpoint o3 bin
Congty: STTTT Quang Ngal Group: Cong an tinh c'my‘!n5 :;E. o6 & _n;‘h :Eng W
Didn thoai: 0905442447 Ngdy héthen:  33/12/2025 ;"’é; e l;vu. ust truetidp

Emall: h-sttt@qua Lgov.v
BRI S © Mo gl bE: ol vEn &% oi v

; . virug, ban 6 the ol Chén
Théng tin phién ban { Goin, gui yeu cau ho tro téi
Bvav iy ab Trg gitp

Engire version:

Pattern cooes:

{0} Batudtdmdy chi Rrov Endooial

(B

R
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-Buwdre 3: Cap nhit cic théng tin ca nhin sir dyng phin mém; luu ¥: ghi
rd ho va tén, s6 dién thoai lién lac va dia chi thu dién tir nhu hinh sau:

Blau Endpoint 2 s ;

Thang tin ¢2 nhan
Ban car nhip Gy GU cic thang tin dudi S8y

Tén ngwdl sir dun INGUYEN VAN BA (*)
SZ dién thoai Imosuzm )
Email

[nvbalem@mangnps govan =y

Buée 4: Nhén nit Dong y s& dat két qua dudi:

Bkav Endpoint

Ban da thay d3i thanh cong théng tin cé nhia !
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Phu luc 11
Huwéng din cai dit, ding ky ban quyén
phan mém phong, chong mi ddc tip trung trén dia ban huyén
(Kém theo Cong van s6:  [UBND-VX ngay / /2025
cua Chu tich UBND huyén)

Buée 1: Tai file BKAV Endpoint Client bing céch tim kiém link online
tai vé tir trinh duyét: bkav.com.vn/bkavent; mat khiu giai nén: Bkav@2018.

Luwu y: Truéce khi cai dat Bkav Endpoint Client, cin g& bo cac phin mém
diét virus khéc trén may tinh dé tranh xung dot gay treo hé théng, anh hudng
dén qua trinh va hiéu qua xur 1y virus.

Buée 2: Sau khi da giai nén, click chudt phai vao file cai dat c6 bén trong
thu muc s& dugc két qua nhu hinh duéi:

© Bkav Endpoint Installation X

@ Bkav £odpintd s Internet Security

Pang khdi tao tai nguyén.

- 4

Buée 3: Click chudt vao nit Tiép tuc dé bat dau cai dat:
| & Bkav Endpoint Setup

8]
X

Bkav. Emlpoint 185 , 7 Intemet Seculity

Chao mirng

Cam on ban d3 sir dyng Bkav Endpoint. Mdi ban bdm vao nGt "Tiép tuc” d& bat dau
qua trinh cdi dat.

Tieng Viét
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Buée 4: Chon thu muc luu phan mém BKAV Endpoint Client trén thiét
bi va nhét nit Cai dat:
© Bkav Endpoint Setu C

Bkav. Endpoint 15 (ﬂ IntemetSeaurty

Thu myc cai dit

Ban bdm vao nit "Cai dat" G€ bat d3u qué trinh ci d3t, hodc bém véo nit “Thay dai"
88 thay 85i thu myc cai dat.

Cai dat Bkav Endpoint vao thu muc:
C:Program Files (x86)\BkavEnterprise

Theyd8... |

Khi cai dit xong, Bkav s& dua théng bao cin khai dong lai may tinh, bdm
Khéi djng lai.

®

EOI 15 e

Khu vife quét
'+ Quét nhanh v Windewe
Tombemiy  Blcawv
Chon thf muyc -
Kndi dong kai méy tinh dé hodn t: qud trinh cii djt
Cau hinh quét Luu §: Ban hdy déng céc Ung dung dang mé trudc khi
khdi aéng lai.

77 oitlich
VY ich quét ;




Buée 5: Sau khi thiét bj khoi dong lai, s& ty dong xuét hién théng bao cua
BKAV Endpoint vé viéc ding ky v6i médy chi BKAV; sau dé click vao nit Pong y dé
tién hanh ding ky ban quyén (hoic chay phin mém Bkav Endpoint trén thiét bi, sau
d6 vao myc Ban quyén, click chudt tréi vao nit Ding ky).

Bkav Endpoint

Ban can phai ddng ky véi mdy chi BKAV &€ ¢d g8y du
céctinh ndng cia Bkav Endpoint.

PDongy

- Giao dién ding ky ban quyén s& hién 1én,

,: — Théng tin ca nhan
| | Tennguiisidwg [ 19
S5 @i thoai | IS . :
il | C = ™ %
Temyai [ o | §8
e

Burde 6: Nhap thong tin vao céc 6 c6 déu (*) nhu hinh bén dudi; sau d6
bam Dong ¥ dé ding ky ban quyén. Luru §: ghi rd ho va tén, s6 dién thoai lién
lac, thur dién tir va tén mdy chi la: endpoint.quangngai.gov.vn.

Bkav Endpoint:

. Théng tin ca nhén S —
| Ténngudi st dyng |NGUYEN VAN ANH ") |
| sidénthosi  [090562447 ® | e I
v ' 0
Email ’nvuﬁmwgwm ) B ":
b S110
¢ - ir'd :‘.lr‘v;"x ) | 9
ol gerarien oK
“Dongy L teybo g
B e = dFol S = v | TLIYROPI e i e o




Budéc 7: Nhip mét khau déing nhap, mdi don vi s& duoc tao 01 mét khéu riéng
biét (mét khédu do Phong An ninh mang va phong, chéng t§i pham sir dung cong nghé

cao cung cép).

| Matkhsy [

- Két qué thanh cong s€& xuét hién thong bao sau:

[ Chiic mirng ban &3 ding ky thanh céng ! \

1
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Miu 01
Co quan, don vi CONG HOA XA HQI CHU NGHIA VIET NAM

............................. Doc lap - Tw do - Hanh phic

Minh Long, ngay thang  nam 2025

Kinh giri: Phong Vian hoa, Khoa hgc va Thong tin.
DANH SACH
Théng tin thiét bi, thiét 1ap trong
Phin mém phong, chdng mi doc tip trung ciia tinh Quang Ngii

Dia
] chi
ST Ho va Chirc vu, S0 dien tAhm'u’ Mail IVCI:A Hé diéu | Ghi
T tén don vi cong - hanh | chd
vu cua
may
tinh
. 24-
Chuyén 093478457 | 4B,
VG Thanh vien vithue- | FE- | WVIndows
L Thuc Phong minhlong@quangng 7D 10
VH,KH& ! pro
T al.gov.vn | C4-
14
2 | oiiie i i i e,

Nguoi thong ké Lanh dao don vi
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CAC CACH TiM PIA CHI MAC TREN MAY TiNH

Ban c6 thé tim dia chi MAC ctia mdy tinh thong qua céc cong cu Settings,
Control
Panel, System Information, Command Prompt, hodc PowerShell.

1. Céch tim dia chi MAC bing Settings

Budc 1: Chon Start > Settings > Network & Internet.

Budc 2: Tuy thudc vao két nbi mang hién tai, ban hay chon Ethernet
hoac WiFi.

Budc 3: Chon Hardware Properties trong connection.

Budc 4: Thong tin vé dia chi MAC may ban s& nim trong phéan
Properties.

Properties
Manufacturer: Realtek
Description: Realtek PCle GbE Family Controller

Driver version: 6.1.410,2015

I Physical address (MAC): 18-03-73-95-D1-1A

Copy

i

H L Search for anything (@)

2. Tim dia chi MAC trén may tinh bing Control Panel

Budc 1: Mé Control Panel > Network & Internet.

Budc 2: Chon Network and Sharing Center > Change
settings.

Budce 3: Tuy thudc vao két ndi dang sir dung cua ban, nhap dUp vao
Ethernet hoac WiFi > Details.

MAC address cua card mang sé hién ¢ muc Physical address.

adapter

afl] Network Connection Details x
General Network Connection Detals:
E v ~
Connection Propesty Value
1Pv4 Connectivity: Intermet Connection-gpecific DN
1Pv6 Connectivity: No network access Descnption Broadcom 8_?2 : ‘F” Netwark Adapter
Media State: Enabled ghﬁ:ai Mdrcamedss 34-39E5—D:-B +1 )
L O = es
- H
zsmbm 84 o1 DSCE'S) 1Pv4 Address 192.168.1 .45
T H - 3 =
=5 s IPv4 Subriet Mask 255.255.255.0
i . = T Lease Obtained Monday, December 7, 2020 S:55:40 F
Signal Quakty: ﬂﬂ‘ Lease Expires Tuesday. December 8, 2020 $:55:39

IPv4 Default Gateway

15216811

Detegs: Wireless Properties IPv4 DHCP Server 192.168.1.1
-\cz:LTim dia chi MAC trén may tinh bang Control Panel h IPy4 DNS Sesver 192.168.11
— 1Pv4 WINS Server
Sent ALs O NetBIOS over Tcpip En...  Yes
il IPv6 Address 2405:48037070:3600-51d A 461 1:€
Bytes: 119,820,455 1,608,852,515 Temporary IPv6 Address 2405:48031070:3800:8540:38ca:5¢cbl
LinkJocal IP¥6 Address fe80: 51d - MW4:61f1:8058%17 =
< ) . >
) oropertas ®JDisable Diagnose
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3. Cach tim dia chi MAC ciia may tinh bang Command Prompt

(CMD)

chi

Budc 1: click vao menu Start g6 CMD
Budc 2: nhap 1énh ipconfig/all ’
Dbia chi MAC cung c4c thong tin vé hé thong mang cia ban sé hién ra. Dia

MAC may ban s€ c6 & muc Physical address.

Cr\Users\Aseem>ipconfig fall

YECIMELE:: 5 56 5 o & oo

Tepdp- « « « « =« « = & E

Luu y : Néu ban mudn xem rd rang thong tin MAC cua card mang dang

hoat ddng, hay nhap 1énh getmac /v va nhéan Enter.

o

o . strator CA\W
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4. Cach tim dia chi MAC bang Windows PowerShell

Buéc 1: Nhip chudt phai vao Start hodc nhéan tot hop Windows + X >
Windows PowerShell.

Buwéc 2: Nhap 1énh Get-NetAdapter va nhan Enter.

EN Administrator: Windows PowerShell — O X

Copyright (C) 2016 Microsoft Corporation. All rights reserved.

PS C:\Windows\system32> ipconfig /all
Windows IP Configuration

Host Name . . e » o o s o o s DESKTOP-L7FU72E
Primary Dns Suff1\ AR ]

Node Type . . s o miust e w2 BBV

IP Routing Enab1ed o W avteugiiies it k3 ING

WINS Proxy Enabled. . . . . . . . : No

DNS Suffix Search List, . . . . . : hsdl.al.comcast.net

Ethernet adapter Ethernet:

Media State
Connection-speci
Descrintion . v v s s v a a a a o s Oualcomm Atheros AR8162/8166/8168 PCI-E
Physical Address. . . . . . . . . : 78-45-C4-B8-9C-A4

DHCP Enabled. . A ST By

Autncunfwau:at)un Endb]Qd s & '8 YES

fCachﬁn1machHﬂAtbang~lndcw_Pc,cﬁth

Wireless LAN adapter Local Area Connection® 1:

Media State . . . : Media disconnected

Connection- 5pec1f1c DNS Sufftx

Descripntion . . .t 4 s s s s 2 Microsoft Wi-Fi Direct Virtual Adapter
Physical Address. . . . . . . . . : 60-36-DD-31-E3-DC

DHCP Enabled. . PSSR 0 (-

Autoconflgurat1on Enabled . . . . : Yes

Wireless LAN adapter Wi-Fi:

5. Sir dung System Information dé tim dia chi MAC

Budc 1: Nhap System Information vao thanh tim kiém

Budc 2: chon muc Components > Network > Adapter

Pia chi MAC cua card mang may ban s& nam tai muc MAC Address
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