UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM

XA MINH LONG Poc 1ap — Ty do — Hanh phiic
Sb: 142a/KH-UBND Minh Long, ngay 16 thdng 7 nam 2026
KE HOACH
Ung phé s ¢, bio dam an toan thong tin mang
tai UBND xa Minh Long

Can cu Quyét dinh s6 1744/QOD-UBND ngay 03 thang 12 nam 2025 cua Chu
tich UBND tinh vé viéc ban hanh Phuong an wng cuu sw c6 an toan thong tin, an
ninh mang tinh Quang Ngdi,

Can cir Cong van $6 260/UBND-NC ngay 31 thing 12 nim 2025 cua UBND
tinh vé tang cwong dam bdo an ninh mang, bao mat dir liéu cho hé thong thong tin,

Nham chu dong phong ngtra, ngin chin va xt 1y kip thoi cac sy ¢d an toan
thong tin, an ninh mang trong hoat dong cua cac co quan, don vi thudc xa, UBND
xa Minh Long xay dung Ké hoach trién khai cong tac ing pho su cd, bao dam an
toan thong tin (ATTT) mang trén dia ban x4 cu thé nhu sau:

I. MUC PiCH, YEU CAU
1. Muc dich

DPam bao an toan thong tin cho cac hé thong thong tin, trang thiét bi cong nghé
thong tin phuc vu cong tac quan 1y, diéu hanh cia UBND x3; bao dam kha ning
thich ing chu dong, linh hoat va gidm thiéu cac nguy co, de doa mat an toan thong
tin trén mang, kip thoi khic phuc cac ton tai, 16 hong, diém yéu nham phong ngura
cac su cd tin cong mang; dé ra cac giai phap ung phé khi gip su ¢b mat an toan
thong tin mang.

Tao chuyén bién manh mé trong nhan thirc vé an toan thong tin mang ddi véi
can bg, cong chirc, vién churc trong cac co quan nha nude cia xa.

Xay dung, phét trién Doi ing ctru sy ¢b an toan thong tin mang cta xa c6 day
dua kién thuc, k¥ nang xtr 1y sy ¢ an toan thong tin mang bao dam linh hoat, hi¢u
qua, phu hop véi yéu cau thuc té.

Kip thoi khic phuc cac ton tai, 16 hong, diém yéu nham phong ngira cac su ¢b
tan cong mang vao cac dau moi thong tin co yéu, h¢ thong van ban dién tu.

2. Yéu ciu

Cac hé thdng thong tin, may tinh dung chung va may tinh c4 nhan phuc vu
cong tdc chuyén mon trén dia ban xa phai dugc danh gid hién trang va kha nang bao
dam ATTT mang, du bdo cac nguy co, su cd, tan cong mang c6 thé xady ra dé dua ra
phuong an ing pho, irng ctru su c¢d kip thoi, phu hop.

Tuan thi nghiém tic cac quy dinh phap luat cia Nha nudc va quy ché bao
mat thong tin, an ninh mang.

Hoat dong ting ctru su ¢ ATTT mang phai chuyén tir bi dong sang chii dong,
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bao gdm: Chu dong thuc hién sin ling mdi nguy hai va ra quét 16 hong trén cac hé
thong thong tin trong pham vi quan 1y.

Xac dinh cu thé cac ngudn luc, giai phap to chic thuc hién dé trién khai cac
ndi dung cia K¢ hoach, bao dam tinh kha thi, hi€u qua.

Thuong xuyén trao do6i thong tin, chia sé trong cong tdc bao dam ATTT gitia
cac co quan nha nudc trén dia ban xa; tang cuong sy phoi hop, ho trg ciia co quan
cap trén veé irng clru sy co.

II. NOI DUNG THUC HIEN

1. Tuyén truyén, pho bién cac viin ban quy pham phép luit, quy dinh ciia
Dang, Nha nudc vé an toan thong tin mang

T6 chtic tuyén truyén, pho bién, huéng dan ndi dung cta Ludt An toan théng
tin mang, Luat An ninh mang; Nghi dinh s6 85/2016/ND-CP ngay 01 thang 7 nam
2016 cua Chinh phii vé bao dam an toan hé thdng thong tin theo cap do; Chi thi sd
09/CT-TTg ngay 23/02/2024 cta Thu tudéng Chinh phil vé tuan thi quy dinh phap
luat va ting cudng bao dam an toan hé thong thong tin theo cap do; Thong tu sd
12/2022/TT-BTTTT ngay 12/8/2022 ctua Bo Thong tin va Truyén théng vé quy dinh
chi tiét va hudng ddn mot s diéu cuia Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016
ctia Chinh phil vé bao dam an toan hé théng thong tin theo cap do; Quyét dinh sb
1744/QD-UBND ngay 03 thang 12 nam 2025 ctia Chi tich UBND tinh vé viéc Ban
hanh Phuong 4n tng ctru su ¢b an toan thong tin, an ninh mang tinh Quang Ngai.
Pay manh thong tin trén hé thong truyén thanh x4, Trang thong tin dién tir xa va cac
buoi sinh hoat, cudc hop dinh ky ctia UBND xa.

Tuyén truyén trién khai cai dit phan mém phong, chéng ma doc tap trung co
ban quyén do Phong An ninh mang va Phong, chdng t6i pham cong nghé cao, Cong
an tinh Quang Ngii dé bao vé hé théng thong tin tai UBND xa.

- Tho1t gian thuc hién: Thuong xuyén.
2. Panh gia cac nguy co, sw ¢c6 ATTT mang

2.1. Noi dung thyc hién: Danh gia hién trang va kha nang bao dam ATTT
mang cua hé thong thong tin va cac ddi tugng can bao vé; danh gia, du bao céc
nguy co, su co, tan cong mang co thé xay ra voi cac hé théng thong tin va cac dbi
tuong can bao vé; danh gia, du bao cac hau qua, thiét hai, tdic dong néu Xay ra su
c¢d; danh gia vé hién trang phuong tién, trang thiét bi, cong cu ho tro, nhan lyc, vat
luc phuc vu dbi pho, tmg ctru, khic phuc su ¢b (bao gdm ca don vi cung cap dich
vu néu co).

- Pon vi chu tri: Van phong HDND&UBND.

- Bon vi phéi hgp: Phong Van hoa — X3 hoi; Cong an xa; P41 img ctru su co
ATTT mang nd1 bg cia xa; cac doanh nghiép cung cap dich vu vién thong, internet;
va cac co quan, don vi khac c6 1ién quan.

- Tho1i gian thuc hién: Thuong xuyén.

2.2. Noi dung thyc hién: Panh gia hién trang phan ctng, phan mém mang



dung chung; danh gia du bao cac nguy co lay nhiém ma doc, 1o ri dir lidu, tan cong
thay doi giao dién tryc tuyén (neu c¢6); khic phuc cac 16 hong, diém yéu theo canh
bao cua co quan chirc nang; kiém tra cac diéu kién k¥ thuat, thiét bi, nhan lyc phuc
vu d6i pho, tng ctru va khéc phuc su cd tai céc phong lam viéc thugc UBND xa.

- Bon vi chu tri: Van phong HDND&UBND.

- Bon vi pho6i hop: Phong Van hod — Xa hoi; Cong an xa; Poi ing ctru su ¢o
ATTT mang ndi b ctia xa; cac doanh nghiép cung cap dich vu vién thong, internet;
va cac co quan, don vi khac c6 lién quan.

- Thoi gian thuc hién: Dinh ky t6i thiéu 01 1an/06 thang.

3. X4y dung phwong an ddi phé, ing ctru ddi v6i cac tinh hudng sw cd cu
thé

Phdi hop véi co quan chuyén mon cép trén xay dung kich ban tinh hubng su
b cu thé (nhuw bi 19 lot mdt khéu tai khodn van ban diéu hanh, mdy tinh bi nhiém ma
déc md héa dir liéu, hé thong théng tin bi vé hiéu héa...) va phuong an d6i pho tng
curu tuong ing.

Trién khai quy trinh va cac budc uu tién Gng ciru ban dau: ngat két ndi mang
thiét bi 151, c6 1ap ving su ¢b, bdo cdo co quan chuyén trach cp trén (Doi ing ciru
su c¢b an toan thong tin, an ninh mang ciia tinh, Phong An ninh mang va Phong,
chéng t6i pham cong nghé cao, Cong an tinh...) dé phéi hop xtr 1y.

Du phong phuong an nhén lyc thay thé, trang thiét bi, phan mém quét ma doc
ban quyén va ngudn kinh phi hd trg can thiét.

- Pon vi chu tri: Van phong HDND&UBND.

- Bon vi phéi hop: Ph(‘)ng Vian hoa — X3 hoi; Cong an xa; Doi ting ctru sy cd
ATTT mang ndi bd cua xa; ,Tiéu ban An toan, an ninh mang (Thuong truc Phong
An ninh mang va phong, chong td61 pham st dung cong nghé cao)

- Tho1t gian thuc hién: Thuong xuyén.

4. Thiét 1ap dau moi diéu phoi, xir Iy, (rng ctru s co

UBND xa thanh 1ap D41 tng ctru su cd ATTT mang ndi bd cua xa gém dai
dién: Cong an xa, Van phong HDND&UBND xa, Phong Véan hoa — Xa hdi, Trung
tam Phuc vu hanh chinh cong, Trung tdm Cung trng dich vu cong.

Quy trinh diéu phéi Ngay khi xay ra sy c6 vé ATTT, Vin phong
HDPND&UBND x4 lam dau mdi tiép nhan thong tin; phdi hop v6i Cong an xa, Phong
Vin hoa — X4 ho1 va cac co quan chuyén mén cép trén tién hanh phan loai va xur ly

ban dau su c¢d, han ché téi da thiét hai vé thong tin, tai liéu dir liéu cua Dang va Nha
nudc.

- Thot gian thyc hién: Ngay sau khi phat hi¢n sy ¢6 hodc nhan dugc thong
bao, bao cao su co cua to churc, ca nhan.

5. Tham gia dao tao, huan luyén, dién tap va biao dam cac di€u kién san
sang
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Ctr cén bo, cong churc phu trach cong ngh¢ thong tin tai cac co quan, don vi
thudc xa (nhat la cong chirc phu trach chuyén doi so, cong nghé thong tin, an toan
thong tin, an ninh mgng) tham gia day du cac 16p tap huan, dién tap thuc chién vé
an toan thong tin mang do cap trén t6 chic.

Tang cuong cac gidi phap ra quét, boc gd ma ddc trén may tinh lam viéc. Thuc
hién sao Iuu dir li€u dinh ky an toan.

Can ddi, b tri kinh phi mua sam, gia han ban quyén cac phan mém diét virus,
bao mat cho hé thong may tinh co quan.

- Tho1t gian thuc hién: Hang nam va theo K& hoach cua cép trén.

I11. KINH PHi THU'C HIEN

Ngudn kinh phi thyc hién Ké hoach dugc bd tri tir ngudn ngan sach nha nude

theo phan cap ngan sach hién hanh; 16ng ghép véi kinh phi thyc hién cac chuong

trinh, ké hoach, dé an khac c6 lién quan va cac ngudn kinh phi hop phap khac
theo quy dinh cua phap luat.

IV. TO CHUC THUC HIEN

1. Thu truéng cac co quan, don vi

- T6 chitc tuyén truyén, phd bién cac vin ban cua Pang, Nha nudc vé An toan
thong tin mang.

- Quan triét sdu sic t6i tat ca can bd, cong chirc, ngudi lao dong nguyén tic
ung cuu su cO ATTT mang 1a hoat dong quan trong nham phat hi¢n, ngan chén, khac
phuc kip thot sy c6 ATTT mang.

- Phan cong cong chirc phu trach chuyén dbi s6, cong nghé thong tin, an toan
thong tin tai co quan, don vi; ctir cong chirc tham gia P61 ing ciru sy ¢6 vé ATTT ndi
b0 cua xa.

- Cur cong chirc tham gia cac chuong trinh huén luyén, dién tap va khoa dao

tao, tap huin vé ing curu sy ¢o, bao dam ATTT mang dé nang cao k¥ ning va cong
tac tham muu, trién khai gidm sat, bdo ddam ATTT mang.

2. Van phong HDND&UBND

La co quan dau mdi tiép nhan thong tin, tong hop tinh hinh an toan thong tin
mang tai UBND xa.

Phéiq hop v&i Phong, co quan, don vi c6 lién quan, Cong an xa don ddc, giam
sat vi€c trién khai thyc hién K¢é hoach nay.

Tham muu cho UBND )gé chi dao bao mat hé théng thong tin, s6 sach dién tu,
cac co s& dir liéu van ban di/dén cua UBND xa.

3. Phong Van hoa - X4 hoi

- Tb chtrc trién khai, xay dung, quan ly, van hanh ha tang mang, ha ting, nén
tang, co so dit liéu dung chung, phuc vu chuyén doi sd, ing dung cong nghé thong
tin; phdi hop Cong an x4 trong thuc hién cong tac bao dam an toan thong tin ddi véi



hé thdng thong tin tap trung, dung chung cta xa.

- Phoi hop véi co quan cap trén, tham gia xur 1y, ing clru céc sy cO vé an toan
thong tin, an ninh mang xay ra trén dia ban xa (khi c¢6 tinh huong xay ra).

- Tiép tuc ra soat bao dam an toan thong tin, trao d6i kip thoi cho Cong an
xa thong tin lién quan dén céac sy cd gdy mat an ninh mang, an toan thong tin dbi
v6i hé théng thong tin ciia xa.

4. Phong Tai chinh, Cong thwong

Trén co s& dé xuit cua cac co quan, don vi, can ctr kha nang can ddi ngan sach
x4, tham muu UBND x4 b0 tri kinh phi thyc hién Ké hoach nay theo quy dinh.

Trén day la K& hoach Ung pho su ¢d, bao ddm ATTT mang trén dia ban xa
Minh Long. Pé nghi cac co quan, don vi nghiém tic trién khai thuc hién. Trong
qua trinh thue hién néu phat sinh khé khan, vudng mic, cac co quan, don vi phan
anh, kién nghi vé UBND xa (qua Van phong HDND&UBND xa) dé tong hop, bao
c4o UBND xa xem xét, quyét dinh./.

Noi nhgn: TM. UY BAN NHAN DAN
- Phong An ninh mang va phong,
chéng t6i pham st dung cong nghé cao;
- TT Dang uy, TT HDND x4;

- CT, cac PCT UBND x4;

- C, PCVP HBND & UBND x3;

- Cong an x3;

- Cac Phong, co quan, don vi thudc xa;
- Luu: VT.

Pinh Vin Diét
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